OAuth 2.0 Protocol
OAuth 2.0 is a protocol that allows distinct parties to share information and resources in a secure and reliable manner.
Why OAuth 2.0  ?
The OAuth 2.0 protocol allows two parties to exchange information securely and reliably. In more practical terms, the most common uses of OAuth 2.0 involve two things:
• Allowing a user to log into an application with another account. For example, Naukri allowing users to log in with their Facebook accounts. 
•   Allowing one service to access resources on another service on behalf of the user. For example, Naukri accessing your Facebook profile on your behalf.
Traditional Cookie-based Session: 

Traditional User Sessions are susceptible to Browser hijack and man-in-the-middle attacks. This is because , HTTP Cookies can be hijacked and mis-used.
Understanding a login:
[image: image1.png]Traditional Cookie-based
Authentication





· Browser requests user for their username and password , on complete authorization and authentication , session gets created. 
· Session is then updated & maintained , based on cookie values.
· User is able to navigate to logged-in pages.
Improvement possibilties : 
· Implemetation which is not purely Cookie-based.
· Reducing HTTP-Cookie vulnerability.
· Device identitfication with using Session information.
OAuth 2.0 @ Naukri
With OAuth2.0  

Server asks user for their username and password . On complete authorization and authentication , session gets created . For creating a Session , Tokens are generated for the session and set as cookies values.
What happens in the background to create User Session?
· Once user has been authenticated , Session cookies are generated.
· As per Oauth 2.0 , some cookie values are available only on HTTP domain , while some are accessible exclusively on HTTPS domain.
· HTTP cookies are more suceptible to man-in-the-middle and browser hijack attacks. HTTPS Cookies are secure , as they can be accessed only over a SSL. 
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Why this approach is more secure?
· Two types of token – AT (Access Token) and RT(Refresh Token) are set for the session. If session get hacked, AT value is the only value that gets hacked.
· AT is shortlived value . It expires soon , hence the User sccount is not accessible for long.
· Also , Session undergoes device-based authentication which keeps user’s other device-sessions safe.
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Improvements using this approach?
· Purely DB Based Session.
· Session-to-device Mapping possible.
· Centralized & Scaleable Solution.
· HTTP Cookie only vulnerability considerably reduced, as HTTPS Cookies are secure , since they can be accessed only over a SSL
· Forced logouts possibility added.
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